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[0 Data Extraction Attack & Defense

0 Model Stealing Attack

[0 Future Research
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Membership Inference Attack
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Membership Inference Attack
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Shokri, Reza, et al. "Membership inference attacks against machine learning models." S&P, 2017.



Privacy and Ethical Problems

O MIA could cause the following harms:

» Leak private info: someone has been to some place or having
an unspeakable iliness

« Expose info about the training data
« MIA sensitivity also indicates data leakage risk




An Early Work

OPEN 8 ACCESS Freely available online PL()S

Resolving Individuals Contributing Trace Amounts of
DNA to Highly Complex Mixtures Using High-Density
SNP Genotyping Microarrays

Nils Homer'?, Szabolcs Szelinger', Margot Redman’, David Duggan’, Waibhav Tembe', Jill Muehling’, [ ] 3{]] [)_l:'ﬁ/l\A% %17::
John V. Pearson’, Dietrich A. Stephan’, Stanley F. Nelson?, David W. Craig'* ﬁ f)'_[', %E_ /I\/E # E/‘]
VARS

1 Translational Genomics Research Institute (TGen), Phoenix, Arizona, United States of America, 2 University of California Los Angeles, Los Angeles, California, United

States of America 5%%% E
B o T AERIE

Abstract

We use high-density single nucleotide polymorphism (SNP) genotyping microarrays to demonstrate the ability to accurately
and robustly determine whether individuals are in a complex genomic DNA mixture. We first develop a theoretical
framework for detecting an individual’s presence within a mixture, then show, through simulations, the limits associated
with our method, and finally demonstrate experimentally the identification of the presence of genomic DNA of specific
individuals within a series of highly complex genomic mixtures, including mixtures where an individual contributes less than
0.1% of the total genomic DNA. These findings shift the perceived utility of SNPs for identifying individual trace contributors
within a forensics mixture, and suggest future research efforts into assessing the viability of previously sub-optimal DNA
sources due to sample contamination. These findings also suggest that composite statistics across cohorts, such as allele
frequency or genotype counts, do not mask identity within genome-wide association studies. The implications of these
findings are discussed.

UNI

Homer, Nils, et al. "Resolving individuals contributing trace amounts of DNA to highly complex mixtures using high-density SNP LA

I~
)

genotyping microarrays." PLoS genetics 4.8 (2008): e1000167.



MIA : The Most Well-known Work

it predict(data) f
! (data record, class label) )L Target Model

prediction

[ Attack Model ]1 ———

data € training set ? \

Needs probability vector

Black-box attack pipeline

Shokri, Reza, et al. "Membership inference attacks against machine learning models." S&P, 2017.



MIA : The Most Well-known Work

>| train() [
Private Training Set — Target Model

(1) Sample a number of subsets from D
(2) Train a model on each of the subset

(3) Take one model as the target
(4) Take the rest models as shadow

—— TS train) ~
Shadow Training Set 1 0 - Shadew Model 1 models
— — J
— S train() \
Shadow Training Set 2 — Shadow Model 2
~— _—— L )
S T s )0
ini t - —
adow Training E,J § LShadow Model k

Train k shadow models on disjoint datasets

Shokri, Reza, et al. "Membership inference attacks against machine learning models." S&P, 2017.




MIA : The Most Well-known Work

Algorithm 1 Data synthesis using the target model

1: procedure SYNTHESIZE(class : ¢) O Different ways to get the training data :
2: X < RANDRECORD() b initialize a record randomly .

3y e Random Synthesis

4: i+ 0

5: k< knax

6 for iteration = 1---iter,,q, do .

7 y < ftarget(x) > query the target model D Data SyntheSIS

8 if y. > y> then > accept the record ° . : :

. £ e % conf,uuy and ¢ = arg max(y) then Phase 1: searching for high

10: if rand() < . then > sample confidence data points in the data
11: return x > synthetic data

12 end if space

13: end if * Phase 2: sample synthetic data from
14: X* X .

s u e 1. these points

16: j+0 * Repeat the above for each class ¢

17: else

18: j—J+1

19: if j > rejmaz then > many consecutive rejects
20: k < max(kmin, [k/2]) L
21 Ak Phase 1: X AN ZEHL IS ERFER
23: end if ZFEI‘]k/I\ﬁ‘ﬁE
24: X < RANDRECORD(x*, k) > randomize k features
25: end for
26: return | > failed to synthesize

27: end procedure

Shokri, Reza, et al. "Membership inference attacks against machine learning models." S&P, 2017.




MIA : The Most Well-known Work

Algorithm 1 Data synthesis using the target model

1: procedure SYNTHESIZE(class : ¢) O Statistics-based synthesis

2: X < RANDRECORD() b initialize a record randomly

3 ya 0

4: j<+<0

5: k <+ kmaz

6 for iteration = 1-- - iter,q, do O Prior knowledge:

7 Y < frarget(X > query the target model . . . .
g if g > ygz t(hzn > accept the record * The marginal distribution w.r.t.
9: if y. > conf,,;, and ¢ = argmax(y) then each class

10: if rand() < y. then > sample

11: return x > synthetic data

12: end if

13: end if

14: X" X Phase 1: sample according to the statistics
15 v v

16: 70

17: else

18: j<J+1

19: if j > rejmar then > many consecutive rejects
20: k < max(kmin, [k/2])
21: 70
22: end if
23: end if
24: X < RANDRECORD(X*, k) > randomize k features
25: end for
26: return | > failed to synthesize

27: end procedure

Shokri, Reza, et al. "Membership inference attacks against machine learning models." S&P, 2017.




MIA : The Most Well-known Work

0 We could also assume the attacker can access Noisy Real data: real but noisy

O Very similar to the real dataset

O But with a few features (10% or 20%) are
randomly reset

Shokri, Reza, et al. "Membership inference attacks against machine learning models." S&P, 2017.



MIA : The Most Well-known Work

O Finally: training the inference model

(data record, class label) | predict(data) | (prediction, class label, “in” / “out”) E

------------------------------------------------ O "in”:in the training set

ﬁ Predlctlon@

O “out”::in the test set
ﬂl “out” Prediction Set 1

E >| — O Train the inferenc.e model with
“in” Prediction Set k train() dataset: (probl’ "II'I"),

Shadow Training Set 1

| Shadow Test Set 1

Shadow Model 1

TF

Shadow Training Set k Shadow Model &

TF

) ” ”
ﬁxdow Test Set k WW \ (prObZ, In )I (pr0b3, out )
(prob4, "out”)
Attack Training Set [ Attack Model ]

Shokri, Reza, et al. "Membership inference attacks against machine learning models." S&P, 2017.




MIA : The Most Well-known Work

O How well can MIA perform?

CIFAR-10, CNN, Membership Inference Attack Dataset Training Testing Attack
R A T Accuracy  Accuracy  Precision
1} Adult 0.848 0.842 0.503
00 Lo | MNIST 0.984 0.928 0.517
X Location 1.000 0.673 0.678
§ o8 Purchase (2) 0.999 0.984 0.505
§ 07 booms 1 Purchase (10) 0.999 0.866 0.550
: Purchase (20) 1.000 0.781 0.590
05 | 2800 =1 Purchase (100) 0.999 0.659 0.935
| B 19000 m TX hospital stays 0.668 0.517 0.657
1 2 3 4 5 6 7 é SI) 1I0
Classes

#3E% : CIFAR-10. CIFAR-100. Purchases. Locations. Texas hospital stays. MNIST. UCI Adult
(Census Income).

Shokri, Reza, et al. "Membership inference attacks against machine learning models." S&P, 2017.




White-box MIA

0 White-box vs Black-box

@ @ o (¢ |©

S (x;6%)

attacker

Fig. 2. Overview of white-box membership inference attacks.
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Fig. 3. Overview of black-box membership inference attacks.
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Nasr et al. “Comprehensive privacy analysis of deep learning: Passive and active white-box inference attacks against centralized and federated learning.” S&P, gg

2019. Hu, Hongsheng, et al. "Membership inference attacks on machine learning: A survey." ACM Computing Surveys (CSUR) 54.11s (2022): 1-37.



White-box MIA

unsupervised attack component

(2] tmsrgman 00 ) £60), (107600 ) 1121
T
Decoder (FCN)

O THEERE THEMRKL

1

attack output: O -> D :_[l-ﬁ }E gi-%

aftack mo

{ Encoder (FCN)

> O HEURAE - R, REEHUE. HBE

target model

Nasr et al. "Comprehensive privacy analysis of deep learning: Passive and active white-box inference attacks

against centralized and federated learning." S&P, 2019.



Limitations of MIA

« Constructing shadow models

« Assuming access to some data or prior knowledge
 Overfitting is a must

» Limited to classification models

* Limited to small models




Addressing Limitations of MIA

OO0 Model and Data Independent MIA

Shadow model design Target model’s

Adversary type
No. shadow models  Target model structure  training data distribution

Shokri et al. [38] multiple v v
Our adversary 1 1 - v
Our adversary 2 1 - -

Our adversary 3 : - -

Salem et al. "ML-Leaks: Model and Data Independent Membership Inference Attacks and Defenses on Machine Learning

Models." NDSS, 2019.



Addressing Limitations of MIA

O Attacking non-overfitting DNNs
O Focusing on minimizing false positives

Target Model 1

X Y

n.‘.‘ ®ad

. . . Vulnerable Records .“ Membership
Selecti Inf

ALY election /) n erAence

Target Model 2

Target Records Vulnerable Records
lQuery Models Model | Target Model 3
Predictions Target Model 4
]
1
Target Model 5
Target Models
Step 1: Select vulnerable records Step 2: Identify vulnerable models Step 3: Infer positive membership with
trained on target records high confidence

BFRERE - HARA/BIERRMERLAY) I ZREUEE ?

Long, Yunhui, et al. "A pragmatic approach to membership inferences on machine learning models." EuroS&P, 2020.




Addressing Limitations of MIA

O More practical white-box threat model
O The adversary only knows the model but not the data distribution

Training images

(a)
i @ ' A B R IR T
;:’" ﬁkmiﬁfg

(b) (©)

Internal explanations Pink background explanation of Tony Blair

Leino & Fredrikson. "Stolen Memories: Leveraging Model Memorization for Calibrated White-Box Membership

Inference." USENIX Security, 2020.



Addressing Limitations of MIA

[0 Extension to generative models

D(z;) = 0.30 D(zi,) =099 | )
. i ¢ . — 0N
D(x5) = 0.02 D(x;,) = 0.98 | Take top n
—— (1) (2) D(z3) = 0.79 (3) D(z;,) = 0.95 predictions
L
S . S A y
D(zm+n) = 0.64 D(z;,,,,) = 0.01

R FRFIBIEERIFIRIEES - EEEERIAREIERE
SR EllE S

Hayes, Jamie, et al. "Logan: Membership inference attacks against generative models." arXiv preprint arXiv:1705.07663 (2017).



Metric-guided MIA

[0 Metric based Anomaly detection

o FUMIETME: Mpylr),y) = llargmaxp(yle) =y  FUNEHNT 2R Haicker
+ FUMRK M(pylz),y) = 1[L(p(y|x):y) < 7] = T NSHERFHR KA Z MR

- FINERFEE: M(p(ylr)) = Lmaxp(ylx) > 7] EHRET 2R

© FUNKE - M(B(ylz)) = 1[H(B(ylz)) < 7] = 1[- Zpi log(p;) < 7] RMEEIFHIE K R

EEFWM :  MH(D(yl2),y) = —(1—p,)log(p,) — Y _pilog(l —pi)  REHEZIXFIZE

U
i#Y

Yeom, Samuel, et al. “Privacy risk in machine learning: Analyzing the connection to overfitting.” CSF, 2018. Salem et al. "ML-Leaks:

Model and Data Independent Membership Inference Attacks and Defenses on Machine Learning Models." NDSS, 2019.



A Summary of Existing MIAs

[dUsed Datasets

- Image:
« CIFAR-10, CIFAR-100, MNIST, Fashion-MNIST, Yale Face, ChestX-ray8, SVHN, CelebA, ImageNet

- Tabulate:

« Adult, Foursquare, Purchase-100, Texas100, Location, etc.

 Audio:
« LibriSpeech, TIMIT, TED

 Text:

« Weibo, Tweet Emolnt, SATED, Dislogs, Reddit comments, Cora,
Pubmed, Citesser

Hu, Hongsheng, et al. “Membership inference attacks on machine learning: A survey.” ACM Computing Surveys, 2022.



A Summary of Existing MIAs

- Target models:
« On image:
« Multi-layer CNN + 1 or 2 FC (> 5 papers used 2-4 layers CNN)

« Alexnet, ResNetl8, ResNet50, VGG16, VGG19, DenseNetl21, Efficient-netv2,
EfficientNetBO

« GAN: InfoGAN, PGGAN, WGANGP, DCGAN, MEDGAN, and VAEGAN
« On tabulate data:

« FC only models
« On text:

« Multi-layer CNN, multi-layer RNN/LSTM, transformers (e.g., BERT, GPT-2)
« On audio:

« Hybrid system: HMM-DNN model

« End-to-end: Multi-layer LSTM/ RNN/GRU

« MLaaS (Online):
« Google Prediction API, Amazon ML




0 Membership Inference Attack

[0 Differential Privacy




Differential Privacy

[0 Finite Difference and Derivative

h _
f’(a) — }lllr% f(a ™ ) f(a) h tends to be small (Zero)
_)

BT R AR — RERUNMLEI R DT AEX — R B8 E

MRS BIRR A ITHNEE T ?




Differential Privacy

O Finite Difference -> Differential Privacy

H]iE=/HH

f(x) RE BOE/ME M
a WMANE - HEEED

BREENRNEASSBERNEEWH T ?




Differential Privacy
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Differential Privacy

WL 5.1, Rk X —EPLEYE M, P, NS M A n]he
MRS, ARIE M R (e,0) — DP, 4 HACYHHREHRLE D, D' XY
M W pra T Res it 746 S, € P, WAL [Dwork et al., 2006a] :

PIM(D) € S,,] < ¢P,[M(D') € S,,] + 9

€: FAFATRE (Privacy Budget) ,#%/|\faFARLGF
e® = 1+ € (forsmall€), e=1, 2. 3 <10 isreasonable
8§ <1/n (nisthe datasetsize) : ¥THf(s,6) — DPREYT]BEME, probability of (potential) privacy failure

0=0: pure differential privacy
6>0: approximate differential privacy

Dwork, Cynthia. "Differential privacy: A survey of results." ICTAMC, Heidelberg, 2008.



Properties of DP

PER 5.1 RAIK: 4% K MRNEE MG =1, K), 25158
e — DP, RAHATE AR R — AN BREE L, e S8 & — DP.

YEWR 5.2, Pk K EhdE D 7 #l K AR T4 { D1, Da, - - - , Dk },
TR TR BRI e — DP WBEHLEIR M, WEPESE D BEARWH
B (max{ey,--- ,ex}) — DP.

PEWR 5.3. ZSHANAEYE: SR My WE e— DP, Wtk D, X
TAEERIE My (My A—EW R ZRnEAL), W My(Mi (D)) W2 e — DP.

YEIR 5.4. tpPE: ST e — DP (FENLEYE My 1 My, SHFAT
HIOMER P e [0,1], H Ap Fon—FpikebLii], PA P AR RRE My,
PA 1 — P IRESREHAE My, W A, FLEIHE e — DP.

McSherry, Frank D. “Privacy integrated queries: an extensible platform for privacy-preserving data

analysis.” ACM SIGMOD, 2009.



How to Obtain a Differentially Private Model




Measuring Sensitivity

E X 5.2. £JRiU%EE (Global Sensitivity ): 5 E &M EKE f: D — R,
D FE R, R NEMGR. EIEE—XHEESE D, D' &, 4R
fEsi X
S(f) = max|| f(D) — f(D)|lx

DD’

E X 5.3, il (Local Sensitivity): 258 10KE f: D — R,
D NEHESE, R ERGR . E—45E RS D Fe Pt SdidasE
D" &, Jayil s s R

LS(f) = max|| f(D) = f(D')]lx

Nissim and Adam. “Smooth sensitivity and sampling in private data analysis.” STOC, 2007.



Noise Models

O JLFRER = NI 5l

© RrERIHETALE) (Laplacian)

S
M(D) = £(D) + Lap(CL)  Lap(30) sempumation o, RSB 59 pofe s A

€

- SHLH (Gaussian)

M(D) = f(D) + N(82)

25(f)*log(1.25/0)

N(0%) Fomrihy 0, 2k 62 Wi
s.t. 6% =

€

EEWLE  BR >R HE > AHE M (D) = return(R; e:rp(%(ﬂ;l))) Pr(R;) = Qi(qq()D,RJ)‘
q




The Laplace Mechanism

o RILERETHE (Laplace Mechanism)
S(f)

€

M(D) = f(D) + Lap(

\

) Lap(3L)) SR B SH0h 0, RESECH S5 (Rt Hli o1

€

Example:

- Given X4, ..., X, € {0,1}

- Goal: privately compute sum f(X) = X", X; N

- Sensitivity of f(X) isA=1 £(X) /(X]!')

- Claim: f(X) + Z, where Z~Laplace(c = A/¢) is (¢,0) — DP \

- Laplace(d = A/e) «x exp(—|x|/0), two-sided exponential
distribution exp( 17z

SaTML 2023 - Gautam Kamath - An Introduction to Differential Privacy



The Laplace Mechanism

o REFETALE] (Laplace Mechanism)

S
M(D) = £(D) + Lap(>Y)) Lap(®D) FoRMESHCH 0, RIESECH 2L (Rl o

€ €

\

Example: Counting queries
Asking 100 people, how many smokers?

E.g., 20 say yes

Can guarantee (1,0) — DP by adding Laplace (1 =0 = %) noise
- Sampled outputs: 20.68, 19.24, 20.28, 19.83

Stronger privacy: (0.1,0) — DP by adding Laplace (10 =0 = é)

€

noise
- Sampled outputs: 22.45, 11.45, 2.4, 15.03, 29.47

SaTML 2023 - Gautam Kamath - An Introduction to Differential Privacy




The Laplace Mechanism

Given a funciton f(X): X" —» R4
- Let A{z max If(X) — f(X)]||;be l; — sensitivity
y

X,X'differ in one entr

of f: how much can the function change by modifying one data Fe0 f(X*-.';;,\)
point T
. f,\®a . Ratio: el 1 ek
- Theorem: the Laplace Mechnism f(X) + Lap(A] /e)  is (¢, 0)- exp(-7;)  exp(-e)
DP

- Adding Laplace noise to each coordinate, proportional to the
[,- sensitivity

SaTML 2023 - Gautam Kamath - An Introduction to Differential Privacy



Laplace vs. Gaussian

Gaussan Deributon Laplacian Distrioutior
P

- Both add noise to f(X)
- Gaussian often adds less noise than Laplace |
- As sensitivity is based on [,- sensitivity < ;- sensitivity =+
- But Gaussian gives (€, §)-DP rather than Laplace’s (¢, 0)-DP |
- Weaker privacy
- Most of the time, (€, 5)-DP is good enough
- Necessary if you’re doing a lot of queries on the same
datasets
- “Advanced composition”

SaTML 2023 - Gautam Kamath - An Introduction to Differential Privacy



DP + Deep Learning

O o)1 . FERRERINRE ?

BN Z ] B ZS ] i tH == [H]
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24

dp-GAN pipeline

Zhang et al. “Differentially private releasing via deep generative model (technical report).” arXiv:1801.01594 (2018).



EINZT|B]DP

O BE#. ¥/ Randomized Smoothing

FIREYLER FIE TR A =2 /],
BRI mEEERR

BEHLFE : TR UEX HiBs

Cohen, Jeremy, Elan Rosenfeld, and Zico Kolter. "Certified adversarial robustness via randomized smoothing." ICML, 201 %8(%



1RAEYZSBIDP

O = 2R ERE S : DP-SGDRZ

Algorithm 5.1 Differentially Private SGD (DP-SGD) [Abadi et al., 2016]
A FEA {zy, o @a}, BRI L0) = 1 30, L£(0, @) BSHL: )%
Ne, WREZSE o, mHK/N L, BREARTEE C
Wity O, [RIS AR BRFAGE T 7 S TR BRI B RA R 2R (e, 6)
1: FEHLRI IR AR AL O,
2: for t € [T] do
3 DM L/n FEHIRE—HFEA L,
VESERREE . X — A i € Ly, TR gi(@i) < Vo, L(0;, )
BRUIBEE: Gi(x:) < ge(ai)/ max(1, ezl
W g < (O, gi(x:) + N(0,0°C?1))
BEEEPRE: 041 < 0 — ned

o B 8 B

Abadi, Martin, et al. “Deep learning with differential privacy.” CCS, 2016.



DP-SGD4RE

* MINIST: bIaTk and white Iimage classification n
* Canonical “easy” ML tas

* Non-private test accuracy: = 100%

* Private (¢ from 1 to 3): 98% - 99%

* [Tramer-Boneh, 21]

SaTML 2023 - Gautam Kamath - An Introduction to Differential Privacy



DP-SGD4RE

* CIFAR-10: Low resolution images
e Same size as MNIST, but harder
* Non-privately: 98%+

* Privately (¢ = 3): 69%
* [Tramer-Boneh, 21]
* Much worse!

L L e Loaag e B

AN Vi
AE~ =B
o 150 0 o M 20T <
il R 5 9 ol R R
= T PP
Wi ehiE=ESESE

* Recent results: 73.5% for e = 4 and 82.5% fore = 8
* [De-Berrada-Hayes-Smith-Balle, ‘22], [Klause-Ziller-Rueckert-Hammernik-

Kaissis, 22]

SaTML 2023 - Gautam Kamath - An Introduction to Differential Privacy



DP-SGD4RE

* ImageNet: a hard dataset
* Millions of higher resolution images, 1000 classes

* Non-privately: ~ 87%
* Privately (¢ = 8): 32.4%
* [De-Berrada-Hayes-Smith-Balle, ‘22]
* Very tough to achieve (compute, expertise, etc.)

ﬂﬂﬂ%ﬂﬂuﬂ

SaTML 2023 - Gautam Kamath - An Introduction to Differential Privacy



More Practical Solution?

1: Training on public data like ImageNet
2: Finetuning with DP-SGD on private data

Using public data (ImageNet)

* [De, Berrada, Hayes, Smith, * [Mehta, Thakurta, Kurakin,
Balle, 22] Cutkosky, 22]
* Pretrain with JFT-4B * Pretrain with JFT-4B

83.8 84.4 856 86.0 86.7

80 g11 815 81.7 81.7 81.7 81.7
60
40 I

0.1 05 02505 1 2 4 6 8 10

Top-1 Accuracy (%)
Top-1 Accuracy

~
[«)]

SaTML 2023 - Gautam Kamath - An Introduction to Differential Privacy




i =S|8]DP

O =2 RANa ERRE : ZIM BRI

o [o]54 A w* = arg min Z L(t;, w

w i=1
« 1RIEStone-Weierstrass 1818 | FEZELE I HAIHE T FT K -

Y Y ol

=0 ¢ped; t;€D

Zhang, Jun, et al. “Functional mechanism: regression analysis under differential privacy.” arXiv:1208.0219, 2012.

Rudin, Walter. Principles of mathematical analysis. Vol. 3. New York: McGraw-hill, 1976.



i =S|8]DP

O =2 RANa ERRE : ZIM BRI

Algorithm 5.2 pRZ(#HLH| (Functional Mechanism) [Zhang et al., 2012]
WA B D, Birek% Lp(w), FEFAFGE e
il 20 BRAAILE) G R AL 240 w
L A = 2max Y Fen, gl
2: for 0 < j5<.Jdo
3:  for ¢ € ®;do
4 D Ao =D pep Mot T Laplaco(%)
% Lp(w) = Z}] 1 Eqse@ Ap(w)
& w = arg min,, Lp(w)
R[] w

(2

Zhang, Jun, et al. “Functional mechanism: regression analysis under differential privacy.” arXiv:1208.0219, 2012.



i =S|8]DP

O =5 FaFAPLEN B ¥R 2L : cross-entropy

| D|

m 0o (R)
Z Z L RE (g1(ti,w) — Zl)R

1=1 =1 R=0

Z= &) J& JT Taylor Expansion

Phan, et al. “Differential privacy preservation for deep auto-encoders: an application of human

behavior prediction.” AAAI, 2016.



Remaining Challenges

[ Attack:

> Better Performance Metrics for MIA

» Attacking large-scale pretrained models
[0 Defense:

» How to achieve both accuracy and privacy

» How to detect potential MIAs on the fly
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